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Build Digital Resilience and Intelligence across your
Business Ecosystem.
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Digital Resilience a member of DSG & b
provides corporate risk and awareness broad bra nd . C op e oure co""gct
compliance, professional services, SaaS
solutions , and the first analytics- )
driven product suite for managing the 191 i O t L
entire incident lifecycle, from Dlg ”0 I M Obl l e D' GI TAL' S E p Iono
detection to response, and for
simulated training. The Product
Portfolio covers the entire IT/OT/loT experlenc e Ufrelght U@
spectrum, enabling end-to-end Planh il Expaisnos R
visibility and response.

matize your brand

We partner with our customers to build Comprehensive Solutions, which Innovate Business Relationships to yield mutual return on

investment. Our people and diverse technology enable: Anywhere, Anytime access to products and services ensuring a Customer Centric
Focus.
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t PROTECTING A NEW DIMENSION TUOHSENTINELINGOE

Digital Resilience strategically partners

with best-in-class partners to enable LLI mc LogMe® § IBM Secunty

your organisation to respond to
intensity of modern cyberwarfare with

security offerings, training, corporate
risk assessment that can be

]
complimented with SIEM and SOC [ || H
solutions. |r_del'o. m Microsoft

DSG remains a trusted digital supplier to many existing Clients within in the Financial Services, Telecoms, ICT & Retail sectors. Our strategic

approach remains focused on enabling our Clients to remain aware of and to manage Cyber Security through our Saas$ offerings.




@1’ CYBERBIT

)

/

Digital Resilience strategically partners
with best-in-class partners to enable your
organisation to respond to intensity of
modern cyberwarfare with security
offerings, training, corporate risk
assessment that can be complimented
with SIEM and SOC solutions.

The Cyber Range Platform
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Instructor Tools

" PROTECTING A NEW DIMENSION

Virtualized Network
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Virtualized SOC
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Training Incremental Test Processes and
Scenarios Instruction Technologies

*  Blueteam Training «  New hire onboarding * Simulate your networks and
* High end red team Training ; new tools

*  Certify your team
* National exercises * Test and exercise your

*  Advanced skill building
 Capture the flag playbooks
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CYDEF
SMART - Monitor

CYDEF

YOUR SENTINEL INSIDE

SMART-Monitor combines managed service from CYDEF's team of expert analysts with SMART-Sentinel,

a proprietary platform that detects unwanted and malicious activity on endpoints.

Monitor

100% of collected data is analyzed. Any

unknown activity is investigated.

Alert

Automated alerts are combined with
personalized emails/phone calls to ensure that
your team’s authorized representative receives

guidance on next steps.

Detect

Leveraging machine learning, analytics,
and human intervention, SMART-Monitor

detects undesirable behavior.

Respond

Action taken to isolate or quarantine threats as
they are found. We take a collaborative
approach to making big decisions, like shutting

down a device.

Assess

A team of human cybersecurity

experts assess threats.

Report

Forensic insights are provided to clients in
dashboards and reports.
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SMART - Monitor Service Tiers
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ESSENTIALS

Event Detection
Event Notification
Security Dashboards

Application Compliance
Reporting

1 User Account

@ 30-Day Data Retention

8x5 Email/Chat Technical
Support

even more coverage

FOUNDATIONS

ESSENTIALS +

Managed Antimalware
Configurable Alerts
Incident Report

loC, Program and Activity
Explorer

3 User Accounts (Total)
180-Day Data Retention

for even more coverage

FOUNDATIONS +

o Detailed Incident Report
o Full Raw Log Event Viewer

© Asset Grouping by Tag or
Windows AD

o Access to Telemetry API
© 5 User Accounts (Total)
© 1 Year Data Retention

I even more coverage
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PROFESSIONAL SERVICES
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Full Incident Response
Forensics
Ransomware Negotiation

Malware Reverse Engineering

L]

Pentesting
@ Security Assessment

ADD IT TO ANY TIER [
for EVen more coverage 3
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SECURE | MONITORING | ACTIVE | RESPONSE | TECHNOLOGY Known threats blocked

Introducing SMART-Sentinel, the driving force behind CYDEF's 100% of collected data is analyzed. Known threats are

cybersecurity solutions immediately blocked.

Using a blend of proprietary technology and machine learning, SMART-
Sentinel detects abnormal network activity, including devices, Deny list threats detected

applications, and accounts.
Permissions in the allow/deny lists detected, and undesirable

By combining software-layer detection with human intervention, any programs are blocked.
malicious files that bypass protection layer monitoring are flagged and

investigated.

Human verification

A team of human cybersecurity experts assess threats.

Cybersecurity is about the operational risk linked to the use of technology, which every organization depends on to serve their customers.

There's no “one-size fits all” approach, but we can work with you to build a strategy that makes sense to you, your business, and your priorities.

SECURITY THREAT THREAT RISK FORENSIC PENETRATION
ASSESSMENT INVESTIGATIONS ASSESSMENTS INVESTIGATION TESTING
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Risk Analytics

* QOut-of-the-box real-time
reporting makes demonstrating
compliance fast and simple
Engage leadership in security with
aclear overview of risk posture in
key areas including people,
process, culture and technology

Phishing

= Ability to run automated, random
phishing on a configurable time basis
and run specific scheduled
campaigns

= 100+ phishing templates can be sent

out of the box, customized, or you

can create from scratch with our in-

tool editor

Gives people a positive reason to

report phishing simulations by

improving their risk scores

BEAUCERON

Reducing the Risk for your Organisation

Engagement
* Proprietary personal,
divisional and
organizational risk scores
= Personal dashboards for
individuals with access to
their own cyber coach

Training

+ Courses covering core security
concepts available out of the
box that can be customized to
your culture and needs
SCORM 1.2 courses can be
uploaded directly into the in
tool LMS
HTMLS courses can be created
inthe platform

~

710

sBE(!::fl\TlYJCERON

To scale behaviour change, organizations need to:

Move beyond compliance

Qur platform helps organizations move beyond
phishing campaign click rates by providing deeper
insights into which employees understand and

care about cyber risks.

Leverage automation

Beauceron's turnkey automation simplifies tasks such

as syncing user accounts, assigning awareness
modules and generating reports for leaders,
management or industry regulators.

Customize

Qur platform can be tailored to
company's organizational
culture. O~
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Pricing

Per Employee Per Employee
Per Annum Per Month
Ex VAT Ex VAT

' ; BEAUCERON
/ SECURITY

R300

R25

. . Per Annum
License Quantity
iaiEs pes ErdoE Total Investment
ALY Ex VAT
100 R30,000
200 R60,000
300 R90,000




The Numbers are clear...
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THE NUMBERS ARE CLEAR

PHISHFEED PRODUCES A MORE DIVERSE GROUP OF QUALIFIED PHISHING ATTACKS
THAN ANYONE ELSE IN THE MARKET.

BRANDS IDENTIFIED DAILY PHISHING SITES ACTUAL PHISHES
TRACKED
KITS DOWNLOADED PER VICTIMS IDENTIFIED THREAT ACTOR EMAIL
DAY ACCOUNTS IDENTIFIED
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@] Compromised Credential Timeline

WEEKS, MONTHS, or YEARS
can pass before credentials are available on the Dark Web

No visibility until credentials enter Dark Web markets

Attacker Attacker Attacker Sells, Trades,
Attacker Sets Up Attacker Sends Target Provides Attacker Utilizes Advertises Credentials or Gives Away
Reconnaissance Infrastructure Phishing Link Credentials Credentials on the Dark Web Credentials
'3 ®
; Compromised Credential Testing H

O Private Credential Sales °
WMC Global Compromised ] —_—
Monitoring S Compromise Account Monitoring Dark Web

begins

Service Second Stage Malware Infiltration Monitoring
Business Email Compromise

Exfiltration of Sensitive Data



Features
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PHISHFEED PLATFORM

DATA STREAM FEATURES STANDARD API ENHANCED API

30-Day Phishing URLs

Time & Date Stamps

Geolocation Data (Region / Country / City)
AS Data / ASN Data

IP Address (Country / State / City)
Phish Kit Name (where available)

Suspicious URL Feed

Short URLs

Phish Kit Author (where available)

Threat Actor Email Address (where available)
Full Archive Access

Target Data (Mobile vs Desktop)

XXX XX X R LA WA
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Secure every access point
with one simple solution

+
= Sites
g
' Twitter
K e Aha!

Dropbox
Louphar  Oropbo

Market-leading password management

@ Ea Sh facebook Facehﬁ:k .
implified single sign-on for apps Gtk oATAbOG il wallchimp
Simplified single sig for 1200+ app il

GitHub Datadog Office Outlook Amazon Web Service 1

Access to cloud, on-prem & mobile apps Qrmor Evernote
. . . . (9] oogle
Integrate with Identity Providers like AD, e & 2. Qo Geoge (08

Azu re and Okta Artifactory Salesforce Evernote Office 365 a Saleghrce o
FedEx Fedex

Comprehensive security policies L o
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Adaptive authentication for
all access points

Combines biometric & contextual factors
for simple access for end users

Protect legacy, cloud and mobile apps,
VPN, and email

Enable granular control with policies on
geofencing, IP address, and access point

Security by design where the biometric
never leaves the user’s phone

Verify Yo

ur Identity

Human Factors



( LogMeln — LastPass

/ Identity

ﬂ gital

; Resdlence

LastPassess| My Company m CONTACTUS

Unified visibility and simple
control across all your users

All-in-one control for passwords, access,
and authentication

Flexible integrations for simple
deployment

Simple end user onboarding — one minute
to secure access

100+ security policies
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] Trusted Home Pillars
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PARENTAL 10T WIFI
CONTROLS SECURITY OPTIMIZATION
Screen time Bad site block Fingerprinting
Content filter Attack block Multi-AP mgmt.
Schedules Device deny Usage analysis
Monitoring Security scan Speed tests

Pause devices Al-driven alerts Ad block



] Al Driven Security and Connectivity Management
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Lightweight software agent on router Al algorithms detect abnormal
fingerprints all connected devices behavior so attacks can be blocked

e

——

e

Care portal gives support teams full

User-friendly self-care app offers alerts visibility of issues in the subscriber home
and tips for improved connectivity,

security and parental controls
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GIVING YOU MORE AND MORE



www.digitalresilience.co.za

Yaron Assabi
Group Founder

varon@ digitalresilience.co.za

Jaydev Chiba
Director

jaydevc@digitalresilience.co.za

Brandon Meszaros
w0

brandon@diqitalresilience.co.za
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